Epistemic Logics for
Authentication and Secrecy In
Protocols

V Workshop Cientifico LoglA - PenCogLin
UFC

Mario Benevides
Federal University of Rio de Janeiro - Brazil
November-2015
Join work with Anna Oliveira, Luiz Fernandez and lvan Vaczak

UFC2015 - n. 1/83



Overview

Motivation

UFC2015 - n. 2/83



Overview

Motivation

Algebraic and Logic Approaches for Autheticity and
Secrecy

UFC2015 - n. 2/83



Overview

Motivation

Algebraic and Logic Approaches for Autheticity and
Secrecy

Epistemic Logic for Autheticity and Secrecy

UFC2015 - n. 2/83



Overview

Motivation

Algebraic and Logic Approaches for Autheticity and
Secrecy

Epistemic Logic for Autheticity and Secrecy

Logics for Authorization

UFC2015 - n. 2/83



Outline

Modelo de Dolev Yao: On the Security of Public Key
Protocols - 1983

UFC2015 - n. 3/83



Outline

Modelo de Dolev Yao: On the Security of Public Key
Protocols - 1983

SPi Calculus: A Calculus for Cryptographic Protocols: The
Spi Calculus - M. Abadi and A. Gordon - 1999

UFC2015 - n. 3/83



Outline

Modelo de Dolev Yao: On the Security of Public Key
Protocols - 1983

SPi Calculus: A Calculus for Cryptographic Protocols: The
Spi Calculus - M. Abadi and A. Gordon - 1999

BAN Logic: A Logic of Authentication - M. Burrows, M.
Abadi, and R. Needham - 1990

UFC2015 - n. 3/83



Outline

Modelo de Dolev Yao: On the Security of Public Key
Protocols - 1983

SPi Calculus: A Calculus for Cryptographic Protocols: The
Spi Calculus - M. Abadi and A. Gordon - 1999

BAN Logic: A Logic of Authentication - M. Burrows, M.
Abadi, and R. Needham - 1990

Dolev/Yao Multi-Agent Epistemic Logic

UFC2015 - n. 3/83



Motivation



Motivation

Logical — Deductions

— BAN Logic: A Logic of Authentication - M. Burrows,
M. Abadi, and R. Needham - 1990

— Dolev/Yao Multi-Agent Epistemic Logic

UFC2015 - n. 4/83



Motivation

Logical — Deductions

— BAN Logic: A Logic of Authentication - M. Burrows,
M. Abadi, and R. Needham - 1990

— Dolev/Yao Multi-Agent Epistemic Logic

Algebraic= Equivalence

— SPi Calculus: - M. Abadi and A. Gordon - 1999

— Reconciling Two Views of Cryptography - M. Abadi
and P. Rogaway - 2000

UFC2015 - n. 4/83



Properties

The content of a message encrypted for agéent
can only be read byl

UFC2015 - n. 5/83



Properties

The content of a message encrypted for agéent
can only be read byl

No agents can read the content of any message
which was not encrypted for him

UFC2015 - n. 5/83



Por que Logicas Modais?

Expressivas e Boa Complexidade



Por que Logicas Modais?

Expressivas e Boa Complexidade

Verificacdo de ModelosO(|y| x (|W] + |R]))

UFC2015 - n. 6/83



Por que Logicas Modais?

Expressivas e Boa Complexidade

Verificacao de ModelosO(|¢| x ([W| + |R|))
Validade: paraK, T e S4e PSPACE-Completo.

UFC2015 - n. 6/83



Por que Logicas Modais?

Expressivas e Boa Complexidade

Verificacao de ModelosO(|¢| x ([W| + |R|))
Validade: paraK, T e S4é PSPACE-Completo.
Validade: paraS5é NP-Completo.

UFC2015 - n. 6/83



Por que Logicas Modais?

Expressivas e Boa Complexidade

Verificacao de ModelosO(|¢| x ([W| + |R|))
Validade: paraK, T e S4e PSPACE-Completo.

Validade: paraS5é NP-Completo.
P C NP C PSPACEC EXPTIME

UFC2015 - n. 6/83



Por que Logicas Modais?

Expressivas e Boa Complexidade

Verificacao de ModelosO(|¢| x ([W| + |R|))
Validade: paraK, T e S4e PSPACE-Completo.

Validade: paraS5é NP-Completo.
P C NP C PSPACEC EXPTIME

Validade: EXPTIME -Completo,

Logica Dinamica Proposicional PDL
Logica Epistémica Multi-agente (c/
Conhecimento Comum)

CTL Computatlon Tree Loglc (Tempotal)
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Paradoxo dos Aniversarios

Ana eBeto querem: 0 aniversario d€arla

Carla da as seguintes opcoes de datas:
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Paradoxo dos Aniversarios
Carla da as seguintes opcoes de datas:

15maio 16maio 19maro
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Paradoxo dos Aniversarios

Carla conta no ouvido d&na o mes
Carla conta no ouvido dBeto o dia

15frrlza750 = 16frrlza750 = 19maio
| |
E Eb 18junho —— 17j1|mh0
:b ' |
I 16julho —— 14julho b
| |
|

W) |

| |
14agosto —— 17agosto

|
15agosto
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Quebra Cab. Logicos Beberroes

Agentes Ana,Beto eCarla
Entram num bar.

Garcon: Todos vao querer beber cerveja?
Ana diz:

Beto diz:

Carla diz:

Como Carla soube???
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Quebra Cab. Logicos Beberroes

Estado: notacao posiciona:b c
Ex.: 011- ana quer bebeheto nao ecarla nao;

b,c

O}l 111
/,bbc 4
010 T ae— 110 a,c
: bic
ae  001- - Uae — 100

UFC2015 - p. 12/83



Procolo

3 Agentes: A, B e Z (malicioso)

Modelo de Chave Riblicas (Public Key
Protocol)

funcao de encriptacady (publica),
X ={A,B, 7}

funcao de decriptacad?y (s6 X sabe),
X ={A,B, 7}

DxEx(M) =M
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Protocolol
A manda msg\/ paraB

A— (A Eg(M),B)—=B
Z Intercepta a msg da paraB

Z sends enviaZ, Eg(M), B) paraB

A | B
(AaEB(]\A /EB(M)vB)
A
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Protocolo
Benviamsg B, Ez (M), Z) paraZ

A | B

(AvEB(M>7B> (BaEZ(M)vz)

7 decodificak’z (M) e obtemM
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Modelo de Dolev & Yao

On the Security of Public Key Protocols

D. Dolev and A. Yao, EEE Transactions on
Information Theory, 29(2):198-208, 1983.

Model: Public Key Protocols

Perfect Criptography

—ormal Model to Verify Protocols
_ogical Level

NOT Encription Level.
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Modelo de Dolev & Yao
Model: Public Key Protocols

encryption function®'x (public)
decryption functionD x (known only by userX)
Requirements:

DyEx(M) =M

for any user” knowing E'x (M) does not reveal
anything aboufl/

UFC2015 =pn. 17/83



Example 1: Dolev & Yao Model
A sends msd/ to B

A— (A Eg(M),B)—=B
Intruder 7 intercepts the message sent franio B

Intruder” sends messade’, Ez(M), B)to B

A | B
(AaEB(]\A /EB(M)vB)
A
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Example 1: Dolev & Yao Model
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A | B
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Intruder”Z decodesv (M ) and obtains\/
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Example 2: Dolev & Yao Model

A sends ms@/ A to B andB replies to the user that
IS encrypted with the messagé and not to the sender

A— (A Eg(MA),B)—B
Intruder Z intercepts the message sent fragnto B

Intruder” sends messade’, Eg(MA),B)to B

A \ B
(AEB(M% A(MA%B)
A
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Example 2: Dolev & Yao Model
B sends messadé3, E (M B),Z)to Z

A | B

(A,Ep(MA),B) (B,EA(MB),Z)
A

IntruderZ cannotdecodeF 4(M B) to obtainM

It can be proved that this protocol in secure against
arbitrary behaviour of the intruder.
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Rules : Dolev & Yao Model

These rules are not presented in the original pape

but they can easily be obtained from the theory
presented there.

We are assuming a skt= { K, ...} of keys

Encryption function{ M } i, which encrypt a
messagd/ under keyk .

An user can only decrypt a encrypted message
{ M} i if He knows the keyk .

Let’]" be all the informatiory has.
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Rules : Dolev & Yao Model

Reflexivity
M el
=M
Encryption Decryption
'K TrFHM TH{M}x THK
TH{M}g =M

Pair — Composition  Pair — Decomposition

TEM TEN Tk (M,N) TH(M,N)
T+ (M,N) THM THN
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T'={Z, (A, (Es(M),B)} - Z

2.2 Applying reflexivity to 2.:
T'=1{Z,(A,(Eg(M), B)} F (A, (Eg(M), B)

2.3 Applying pair decomposition to 2.2:

2.4 Applying pair compositionto 2.1 and 2.3:
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3. IntruderZ sends message’, Ez(M), B) to B:

4. B sends messadés, £, (M), Z)to Z.
I'=1{2,(A,(Ep(M),B)), (B, (Ez(M), Z))}

4.1 Reflexivityto4..T'+ (B, (Ez (M), Z))
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Proving Example 1

3.

4.

4.1
4.2
4.3

Intruder”Z sends messade’, Ez(M), B) to B:

B sends messadé, £, (M), Z) to Z:
I'=1{2,(A,(Ep(M),B)), (B, (Ez(M), Z))}

Reflexivity to 4.1+ (B, (Ez(M), Z))
Pair decompositionto 4.1+ (Ez (M), Z)
Pair decompositionto 4.2+ Ez (M)
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Proving Example 1
3. IntruderZ sends message’, Ez(M ), B) to B:
1" = {Zv (Aa (EB(M)v B))}

4. B sends messadés, £, (M), Z)to Z.
I'=1{2,(A,(Ep(M),B)), (B, (Ez(M), Z))}

4.1
4.2

4.3
4.4

Pair o
Pair o

Pair o

ecom

ecom
ecom

nosition to 4.1
nosition to 4.4

nosition to 4.4

Reflexivity to 4.1+ (B, (Ez(M), Z))

- (EZ(M)vz)
= Ez(M)

—- 4
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Proving Example 1
3. IntruderZ sends message’, Ez(M ), B) to B:
1" = {Zv (Aa (EB(M)v B))}

4. B sends messadés, £, (M), Z)to Z.
I'=1{2,(A,(Ep(M),B)), (B, (Ez(M), Z))}

4.1 Reflexivityto4..T'+ (B, (Ez (M), Z))
4.2 Pair decompositionto 4.3+ (Ez (M), Z)

4.3 Pair decompositionto 4.2+ Ez (M)
4.4 Pair decompositionto4.Z: + 7

4.5 Applying Decryption rule to 4.3 and 4.4 we
obtain:T' - M
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Spi Calculus

A Calculus for Cryptographic Protocols: The
Spi Calculus

M. Abadi and A. Gordon. Information and
Computation, 148(1): 1-70, 1999.
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Spi Calculus

A Calculus for Cryptographic Protocols: The
Spi Calculus

M. Abadi and A. Gordon. Information and
Computation, 148(1): 1-70, 1999.

Similar to ther-Calculus

Process Algebras

Terms are processes

Equivalence Relation: Bisimulation
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Language - Spi Calculus

The language of the Spi-Calculus is very similar
to the Pi-Caculus.

In the standard Pi-Calculus terms are only names.

Terms:
LM, N = Terms
n name
(M,N) pair
0 Zero

suc(M) successor
X variable
{M}y shared-key encryption
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Processes - Spi Calculus

P,Q. R .=

M(N).P
M(z).P
Pl
(V)P
P
M is N|P
0
let (x,y) = M in P
case M of 0: suc(x): Q)
case L of {x}nin P

Processes
output

Input

parallel compc
restriction
replication
match

nul

pair splitting
Integer case
shared-key de
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Language - Spi Calculus

ProcessM is N|P behaves as P provided that
terms M and N are the same; otherwise It Is stuck,
that Is, It does nothing.
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Language - Spi Calculus

ProcessM is N|P behaves as P provided that
terms M and N are the same; otherwise It Is stuck,
that Is, It does nothing.

Procesget (x,y) = M in P behaves as
P|N/x||L/y] if term M is the pair(N, L).
Otherwise, the process Is stuck.

Processase M of 0: suc(z) : () behaves a®
if term M is 0, as@Q[N/x] if M is suc(N).
Otherwise, the process Is stuck.

Processase L of {x}y in P attempts to decrypt
the term L with the key N. If L is a ciphertext of
the form{ M } 5, then the process behaves as

P|M /z]. Otherwise, the process is stuck.
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Example - Spi Calculus

Example with key establishment
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Example with key establishment
Wide Mouthed Frog
3 agents:A, B andS (server)

UFC2015 - p. 30/83



Example - Spi Calculus

Example with key establishment
Wide Mouthed Frog
3 agents:A, B andS (server)

A and B share keys< 45 and K 53 repectively
with serverS
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Example - Spi Calculus

Protocol:
A creates a keys 45
A send keyK 45 under encriptionk 45

S decript the mesage and send K€y under
encriptionKsp

A send mesagé/ under encriptionk 45

A {KaB}K 44 g {KaB}kgp B
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Example - Spi Calculus

Protocol

A(M) =
(vKap)(Cas({KaB}ias) - (Cap({ M}k ,a5))

S = cas(x).case v of {y}i,q in Csp{{Y}Ksp)
B = csp(z).case x of {y} ks in
cap(z).case z of {w}, in F(w)

Inst(M) = (VK 45)(vKsp)(A(M) | S| B)
Since all communication Is protected by

encryption, communication can take place
through public channelg:4g, csp andcyp
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Secrecy Inst(M) ~ Inst(M'), if
F(M) ~ F(M') for all M and M’

Secrecy The messagé/ cannot be read In
transit fromA to B: if ' does not reveal/ , then
the whole protocol does not revedl.

The secrecy property can be stated in terms of
equivalences: it (M) ~ F(M' for all M and

M'" ,theninst(M) ~ Inst(M'). This means that
if F'(M) is indistinguishable fron#'(M'), then
the protocol with messag¥ is indistinguishable
from the protocol with messag¥’ .
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Authenticity - Spi Calculus

Authenticity : Inst(M) ~ Instgy..(M), for all
M

Authenticity :

B = csp(z).case x of {y} i, in
cap(z).case z of {w}, in F(w)

Bspec — CSB('CC)‘CGJS6 L Of {y}KSB mn
cap(z).case z of {w}, in F(M)

Instespe 1S Inst substitutingB by Bespec

Authenticity : The run of the protocol is not
affected by any message that an intruder can sen
to B,

UFC2015 — p. 34/83



Summary - Spi Calculus

Equivalence between processes: Bisimulation

UFC2015 — p. 35/83



Summary - Spi Calculus

Equivalence between processes: Bisimulation

Secrecy Inst(M) ~ Inst(M'), if
F(M) ~ F(M') for all M and M’

UFC2015 — p. 35/83



Summary - Spi Calculus

Equivalence between processes: Bisimulation

Secrecy Inst(M) ~ Inst(M'), if
F(M) ~ F(M') for all M and M’

Secrecy The messagé/ cannot be read In
transit fromA to B

UFC2015 — p. 35/83



Summary - Spi Calculus

Equivalence between processes: Bisimulation
Secrecy Inst(M) ~ Inst(M'), if
F(M) ~ F(M') for all M and M’

Secrecy The messagé/ cannot be read In
transit fromA to B

Authenticity : Inst(M) ~ Instgy..(M), for all
M

UFC2015 — p. 35/83



Summary - Spi Calculus

Equivalence between processes: Bisimulation
Secrecy Inst(M) ~ Inst(M'), if
F(M) ~ F(M') for all M and M’

Secrecy The messagé/ cannot be read In
transit fromA to B

Authenticity : Inst(M) ~ Instgy..(M), for all
M

Authenticity : The run of the protocol is not
affected by any message that an intruder can sen
to B
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BAN Logic

A Logic of Authentication - BAN Logic

M. Burrows, M. Abadi, and R. Needham. ACM
Transactions on Computer Systems, 8:18-36,
1990.
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BAN Logic

A Logic of Authentication - BAN Logic
M. Burrows, M. Abadi, and R. Needham. ACM

Transactions on Computer Systems, 8:18-36,
1990.

It Is hard to call it dogic
It look likes Hoare Logic/Rules
Set of Rules to manipulate assertions

UFC2015 - p. 36/83
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Notation - BAN Logic

Notation

A, B and.S, denote specific principals;

K., K., and K., denote specific shared keys;
K,, K, and K, denote specific public keys;
K1, K, 'and K !, denote the corresponding
secret key;

N,, N, and N, denote specific statements;

P, () and R, range over principals;

X andY’, range over statements;

K, ranges over encryption keys.

UFC2015 - p. 37/83



Sintaxe- BAN Logic

The only propositional connective Is conjunction,
denoted by a comma.
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Sintaxe- BAN Logic

The only propositional connective Is conjunction,
denoted by a comma.

Conjunctions as sets: properties such as
associativity and commutativity.

P believesX,

P seesX;

P said X;

P controls X: P has jurisdiction ovelX;
fresh(X): The formulaX is fresh;

UFC2015 — p. 38/83



Sintaxe - BAN Logic

P & () P and@ may use the shared key K to
communicate;
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Sintaxe - BAN Logic

P & () P and@ may use the shared key K to
communicate;

A P: PhasKas a public key;

X :
P = (): The formulaX Is a secret known only to
P andQ;

{ X'} k: This represent the formuld encrypted
under the key K.

(X)y: This represenk combined with the
formulaY . In implementationsX Is simply
concatenated with the passwadrd

UFC2015 — p. 39/83



Logical Postulates - BAN Logic

Message-meaningrules for interpretation of
messages.

For shared keys

Pbelieves Q<+P, Psees{X}g
P believes () said X

For public keys

Pbelieves 5 ), Psees{X}y-
P believes () said X
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Logical Postulates - BAN Logic

Message-meaningrules for interpretation of
messages.

For shared secrets

Y
Pbelieves() = P, Psees(X)y
P believes () said X
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Logical Postulates - BAN Logic

Jurisdiction:

P believes () controls X, P believes () believes X
P believes X
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Logical Postulates - BAN Logic

Principal sees:

Psees(X,Y) Psees (X)y
Psees X Psees X

PbelievesQ < P, Psees{X}g
Psees X




Logical Postulates - BAN Logic

Principal sees:

Pbelieves = P, P sees { X}k
Psees X

Pbelieves > (), Psees{X}x
P sees X
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Logical Postulates - BAN Logic

Fresh:

Pbelieves fresh(X)
Pbelieves fresh(X,Y)
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Quantifiers - BAN Logic

Quantifiers in Delegations

A believesS controls A & B

Abelieves VK.(S controls A < B)

Abelieves VK.(S controls B controls A < B)

PbelievesVV; ... V,.(Q) controls X)
P believes ()’ controls X'

UFC2015 = pn. 47/83



Example 1: Dolev & Yao Model
A sends msd/ to B

A— (A Eg(M),B)—=B
Intruder 7 intercepts the message sent franio B

Intruder” sends messade’, Ez(M), B)to B

A | B
(AaEB(]\A /EB(M)vB)
A

UFC2015 — p. 48/83



Example 1: Dolev & Yao Model
B sends messadé3, £, (M), Z)to Z

A | B

(A,Ep(M),B) (B,Ez(M),Z)

Intruder”Z decodesv (M ) and obtains\/
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Example - BAN Logic

my:A— B:{m}g,

my: 4 — B:{m}g,

ms: B — Z :{m}g,

B believesA <% B

Z believesB +% Z

my : Z sees{m}g,

ms : B sees{m}g,

B seesn  rule principal sees
ms : Z sees{m}g,

Z seesn  rule principal sees

UFC2015 — p. 50/83
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Dolev/Yao Epistemic Logic
Dolev/Yao Multi-Agent Epistemic Logi&S5py

Reasoning about Knowledge in Protocols

What kind of knowledge?
Knowledge about

Keys,

Messages
Encription/Decription,
Concatenation

Agents and Groups and so on

UFC2015 - p. 51/83



Language -S5pvy

Formulas are built from expressions and not only
from proposition symbols.
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Language -S5pvy

Formulas are built from expressions and not only
from proposition symbols.

An expression Is any peace of information that

can be encrypted, decrypted or concatenated In
order to be communicated.

SHpy Alphabet

a set® of countably many proposition symbols,
a finite set4 of agents,

a set of keydC = {ky,--- },

the boolean connectivesandA,

modalitiesk, for each agent.

UFC2015 - p. 52/83



Language -S5pvy

EXxpressions
E:=plk|(E,E)|{Eh
wherek € {Ky,---}
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Language -S5pvy

EXxpressions
E:=pl|k|(E,E)|{E}
wherek € {Ky,---}

Formulas:

pu=el|T|np| o Aps| K

wheree € F,a € A
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Semantics -S5py

Frames S5py frameis a tuplefF = (W, ~,)
IV 1s a non-empty set of states;

~, C W x W Is areflexive, transitive and
symmetric binary relation ovai/, for each agent
a € A,
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Semantics -S5py

Models. S5py model is a pairM = (F, V),
where

F 1s a frame and

V is a valuation functio’V : £ — 2V
satisfying the following conditions.

Vi(m)NV(k) € V({m})
V(imie) NV (k) € V(m)
V(m)nVi(n)=V((m,n))

We call a rooted multi-agent epistemic model
(M, s) an epistemic state.
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Semantics -S5py

Satisfaction M, s = ¢

M,s=eiffseV(ie
M,s=¢iff M,s ¢
M, sEANYIff M, s =EdpandM,s =y

M,sEKpiffforallss € S:s~,5 =
M,s' = o

UFC2015 - pn. 56/83



Axiomatization - S5py

All instantiations of propositional tautologies,
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Axiomatization - S5py

All instantiations of propositional tautologies,
Kol =) = (Kap = Ka1p),

Koo — o,

Koo — K, K0 (4 introspection),

K, — K,—K,p (— introspection),
Km N K.k — K{m}r (encryption)

K {m}i N K.k — K,m (decryption)

Km AN Kon < K,(m,n) (pair comp./decomp.)

Inference Rules
M.P.o, o — /v U.G.o/Kup
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Soundness S5py

TheoremSoundness The following axioms are
sound.

Km N K.k — K {m}r (encryption)
K {m}r N K.k — K,m (decryption)
Km AN Kon < K,(m,n) (pair comp./decomp.)
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Completeness S5py

TheoremCompletenessS5py IS complete w.r.t.
the class o85py models.
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Completeness S5py

TheoremCompletenessS5py IS complete w.r.t.
the class o55py models.

Prove it by canonical models
Fisher/Ladner constructios- Finite model

Finite Model Property
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Properties

Autheticity:

Kz{m}, <> -Kzm, forall X # 7
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Properties

Autheticity:

Kz{m}, <> -Kzm, forall X # 7

Secrecy

—~Kzka N Kz{m},, - -Kzm, forall A+#Z
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Common Knowledge -S5py

S55% = S5py + Common Knowledge
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S55% = S5py + Common Knowledge

Modal Operator: Crp - ¢ IS common
knowledge for agents in grou

Axioms and rules 085py

Egp < /\a,EG Ko

Cale = ¢) = (Cop — Cayp),

Cop = (¢ N EcCap),

Calp = Eqp) — (¢ = Cap) (+ induction),

Inference Rules: U.Go/Cgp
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Example 1: Dolev & Yao - Cont.
A sends msd/ to B

A— (A Eg(M),B)—=B
Intruder 7 intercepts the message sent franio B

Intruder” sends messade’, Ez(M), B)to B

A | B
(AaEB(]\A /EB(M)vB)
A
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A | B
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Intruder”Z decodesv (M ) and obtains\/
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Proving Example 1

KBy ={Kuakap, Kpkap, Kpkpz, Kzkpz, Kam}

sendap({m} )|

Z inteceptsi
KBy = KByU Kz{m}..
sendZB({m}kAB)l

KBy := KBiUKg{m},,
Kpm ax.7.

Kg{m}y,, ax.6.
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Proving Example 1
KBy := KB, UKg{m},,

Kgm ax.7.

Kg{m}y,, ax.6.
sendBZ({m}kBZ)l

KBy := KBy U Kz{m}y,,,

Kom ax.7

IntruderZ knows M

UFC2015 — p. 68/83



Example 2: Dolev & Yao Model

A sends ms@/ A to B andB replies to the user that
IS encrypted with the messagé and not to the sender

A— (A Eg(MA),B)—B
Intruder Z intercepts the message sent fragnto B

Intruder” sends messade’, Eg(MA),B)to B

A \ B
(AEB(M% A(MA%B)
A
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Example 2: Dolev & Yao Model
B sends messadé3, E (M B),Z)to Z

A | B

(A,Ep(MA),B) (B,EA(MB),Z)
A

IntruderZ cannotdecodeF 4(M B) to obtainM

It can be proved that this protocol in secure against
arbitrary behaviour of the intruder.
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Proving Example 2

KBy ={Kuakap, Kpkap, Kpkpz, Kzkpz, Kam}
KByt KA(kAB,m)

KBO - KA{(kABa m)}kAB az. 6

sendAB({(]fABam)}kAB)

Z intecepts
KBy := KByU Kz{(kag,m)}i.s
SendZB({(kAva)}kAB)l

KBy . = KBy U KB{(kABa m)}kAB
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Proving Example 2

KBy .= KBy U KB{(kABa m)}kAB
Kp(kag,m) ax.T7.

Kpm ax. 8.

KB{(kABa m)}kAB az. 6.
Sende({<kABam>}kAB)l
KBs := KBy U Kz{(kap,m) } 1.5

K Bs H Kzm
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More Examples

Third example of the original article of Dolev &
Yao
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More Examples

Third example of the original article of Dolev &
Yao

Kerberos Protocol

Andrew Secure RPC Handshake Protocol
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Adding Actions

Adding Actions toS5py

In all protocols - Actions are executed in the
Meta-level

Internalizing Actions t&5py

Action Dolev/Yao Multi-Agent Epistemic Logic
S5,
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Knowledge De re and De Dicto

What is the meaning ok, {m } x?
If agenta does not know the ke¥x?

It would be more appropriated to say "ageritas
the peace of informatiofimn } 5 .

If agenta does know the keys?

Is there any difference of knowing something and
knowing the content of something?

UFC2015 - p. 76/83
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M =al|lk|(M,M)|{M}

we allow an agent’s namein the definition of a
message so that it can be appended to a
messagé/ to obtain the (sighed) message

(M, a), as itis used in some of the examples.
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Language

a =p|-oalanal K,al|akM

The Intuition of a propositiolak M/ Is that it
captures the notion of knowledge re thata has

of M 1.e.,akM denotes the fact that agent
knows the content of M.
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Axiomatization
2.aka (every agent knows its own name)
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Semantics

should be the standard semantics of epistemic
logic enriched with a treatment ak M
propositions.
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Semantics

should be the standard semantics of epistemic

logic enriched with a treatment ak M
propositions.

How?7??
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Authorization

Communication actionsays speaks for
controls sees...
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should be deleted.

3. Bob wants to delete filel.
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Properties of says
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Properties of says

p — Salp

Sap = ¢ (??77)

Kaop = Sap

Sap — Kup (?7?7)

SaSap = Satp

(p = Sath) = (Sap — Sat))
S, — By, for all b?7??

There are some logics to expressg/s Most of
them are extensions of Intuicionistic Logic.
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Future Works

Adding Common Knowledge t85py
Adding Actions toS5py
Computational Complexity

Model Checking Algorithms
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