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of objects responsible for returning relevant inforiorat
Abstract — Monitoring calls controlled by a gatekeeper in a relate_d to _the implemented module. . .
voice over IP (VoIP) genvironment enablc)a/s cgall manggement This article presents the pmp_os"?" and implementation .Of
itself and the related speech QoS. The acquired informion & Management agent for monitoring a gatekeeper (entity
can be used to evaluate the speech parameters during talls responsible for authorizing call establishment between
and make some actions for achieving agreed quality levels.H.323 devices) and the calls in the VoIP environment at
ITU-T has standardized H.341 MIB objects that specify UFC (Federal University of Ceard). To reach thisctye,
information to monitor and control VoIP calls. This article an information base for this agent is currently under
proposes an agent that implements the H.341 MIB (RAS and construction, with the managed objects specified by H.341
Gatekeeper as well as some extension objects for cally;g (RAS and Gatekeeper). Moreover, a group of objects
management in a gatekeeper-based VolIP system. that return information (time, delay, R-factor, MOSlahe
number of lost packets) about the call quality will be
Index Terms—Gatekeeper Management, MIB, Voice over extended.
IP, SNMP Agent. Next section mentions some works related to thislartic
Section Ill describes the involved H.323 signaling and
I. INTRODUCTION elements in the architecture. Sections IV and V ptesen
oice over IP (VoIP) is a technology that allows eoic H-341 recommendation and the objects to be extended. The

transmission using the Internet as media betwedR@nagement proposal for VolP networks is presented in

people throughout the world. The great contributioP€ction V1. Finally, section VII presents the futurerks
that VoIP gives to the users is the significant cedtction and conclusions.
in long distance calls. Since the user's location is
transparent due to the use of the Internet, the castcefl Il. RELATED WORKS
using this technology is not calculated by the distan@®ome works on VolP management have been developed
between the caller and called points. This way a calased on H.323 signaling protocol. [5] carried through a
considered local or long distance by a telephony carrigorvey of a management environment, analyzing the
does not have distinction with the use of VolIP. possible MIBs to be implemented, including ITU-T H.341

On voice over IP networks, there are some protobals t MIB, that is one of the subjects of the present xtiélso,
are responsible for call signaling, such as the H.32Bat work described a way of operation for accounting and
recommendation - ITU-T (International the proposal of a tool for VoIP network management.
Telecommunication Union - Telecom Standardization A study on two tools that monitor the evaluation of
Sector) in[1], SIP (Session Initiation Protocol)[#) IETF quality of VoIP networks in an active and passive wag wa
(Internet Engineering Task Force) and the ITU-T H.248.made by [6]. The tool for active measurement is already
recommendation in [3]. Each one contains its owfmplemented and in use at UFRJ's NCE (Electronic
architecture and set of entities that are respon&ibléhe Computer Center). The architecture of the passive
signaling on the network. measurement tool was described in details in order to
Managing VolP networks is a mandatory task, mainlgupport the development of the collector tool moduletfer t

for being a real time transmission network. Thisnanaged environment presented in this work.
characteristic may be taken into account when théceeis A tool for the measurement of call quality based on the
offered to the users who assume that it will alwaysebely extended E-Model was developed by [7], where the returned
to use. ITU-T standardized H.341 MIB in [4] contains a sehformation about the speech quality is being used to

of MIBs (Management Information Bases) for managingompose a new group of objects in the H.341 MIB.
H.323-based multimedia systems. Each MIB contains a set
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video codecs and H.323 over ATM (Asynchronous Transfer
Mode). Version 3 was approved in September 1999,
bringing three new annexes: communication between
diverse administrative domains with H.225; a new call

TABLE 1 — APPLICATION OF MIBH.341MODULES ACCORDING TO H323
DEVICE. SOURCE [4].

signaling mechanism based on UDP; the specificatican of Teminal | gatekeeper My Gateway
H.323 subgroup that may be implemented in small devices, Callsigpnllivg RAZ Calleigrallivg | Callsigraling
The work with the H.323v4 was concluded in November Hats Ha4

2000, bringing improvements to reliability, scalabilitydan | Mmdstory — Gt eheeper — T

flexibility aspects in [8].
H.323 is an “umbrella” specification that describes in a RIP ETF
complete way the architecture and the operation of g

: . RuS Callsiznalling FAS Fus
videoconference system on a packet network. This pirotocg

is not specific for IP: it has sections on the useH@&23 | Mmdmory | MC Ha4s HE e
over IPX/SPX or ATM. H.323 itself only provides the m’;ﬂm‘?js ME i ME
conception of a system and how multimedia communication msallsd "

systems must work. Particularly, H.323 still has a strong

influence on the systems conception. The standard defing IR

the Registration, Admission and Status protocol (RAB) fo

call routing , through H.225 protocol, responsible for the

necessary resources to establish calls and through H.245 ¢ MIB Gatekeeper

protocol, responsible for the necessary mechanisms fbhis MIB presents information related to the gatekeeper

exchanging capacity and resource negotiation. and is divided in six groups: h323GatekeeperZone(l),
The H.323 signaling protocol is based on the Q.931323GatekeeperSystem(2),

protocol, Integrated Services Digital Network (ISDNyath h323GatekeeperConfiguration(3),

allows easy operation with legacy voice networks GNP h323GatekeeperStatlstlc_(é_l), _ h323GatekeeperControls(5)

(Public Switched Telephone Network) or SS7 ( Signalingnd h323GatekeeperNotifications (6). _

System N°. 7), and this can be seen as an advantéige to The groups of objects that compose t_hls M_IB return

system, since its integration with traditional telepico information related to the gatekeeper’s configuration.

systems is simplified. However, the very complexitytho#

protocol imposes limits to scalability that opposess thi V. SPEECHQOSEXTENSION

simplicity. With the implementation of the gatekeeper module of
The H.323 standard specifies a system composed [y341 MIB it is possible to better monitor the callslahe

Terminals, Gatekeeper, Multipoint Control Units (MCU)gatekeeper's configuration. Although there is much

and Gateway in [9]. information returned by RAS and Gatekeeper groups of
objects, it is not enough for a good management of tie V
Iv. H.341 RECOMMENDATION network, mainly when the goal is to get informatiomutb

ITU-T H.341 recommendation, published in 1999 withe call quality, an aspect not considered by the meedio
version 3 of H.323 protocol, defined a set of MIBs for th@roups of objects. _ _ _ _
management of multimedia systems based on H.323 and'© Supply this necessity, a group of five objects in MIB
H.320 protocols, as may be seen in Table 1. The olgectif#AS Will be created to return the information relatedhe
of the MIBs presented in Table 1 is to standardize tf@&ll quality. These objects are: time, delay, R-facod
available management information in  multimedidVOS (as later explained), number of lost packets (due to
conference systems, presenting objects that can betase!0sS in the network or discards in the jitter compéosat
fault, performance and configuration management. buffer). Figure 1 shows the scenario for the generatiuh
The use of this MIB is optional. However, if it is Collection of input information for the E-Model.
implemented in a device, all pertinent modules must be 2 9 Ty

supported. The mandatory modules must be implemented in [ | Gall Genemter | Colsctor
the referenced devices in [4]. %

As the objective of this article is to present annagkat m
monitors the calls and the configuration of the gatekeepe -
in use, only the MIBs of the Gatekeeper module (RAS and
Gatekeeper) will be presented.

P Hetorodk [

« MIB RAS Figure 1 Traffic generation and collection of input
This MIB presents information related to RAS signakng information for E-Model. Source: [7].
H.225, and is organized in five functional groups:
rasConfiguration(1), rasRegistration(2), rasAdmission(3), « Call Generator

rastatus(4) andrasEvents(5). Located in machine A, this module artificially genesate
The groups of objects that compose this MIB returggice to be evaluated. The program OpenH323 Call
information related to RAS signaling, such as calseneration in [10], also known as CallGen323, allows the
configuration, registration, admission, status and somgiiowing functionalities: to generate an adjustable nemb
other events that might occur if an admission is tefec o simultaneous calls; to execute a previously recorded
voice file; to hang up a call after an established titoe
wait for a new call during an adjustable time; to stare



trace file containing information on the call; tdes® a through SNMP messages in [12] and for obtaining the
preferred codec and to configure the number of frames gaformation available in the agent’s MIB.
packet (voice packet duration).

CallGen323 works only with G.71d-law codec. In spite
of restraining the possibilities of evaluation, theVigdel Marazer |4
will not lose generality. Other open code applicatiors/ m
work with codecs such as G.711 A-law and GSM-FR. In a
real call, however, this module is able to work withy a

codec, as presented in [11]. Collactr -
«  Traffic Collector il pad B DB

Located in machine B, this module collects infaiora m—
about the received calls, such as delay, packet loss¢ codeF_ 2 M Archi
type, among others. These data are the input to the '9Ur€ < anagement Architecture.

evaluator module. _ . .
. Quality Evaluator The agent is a piece of software executed on the device t
ge managed, and it may be a separate program or

This module must be located in the same machineeNhI corporated into the operational svstem. The agent
the MIB is installed. Its functioning depends on the datia °O'P b Y ) 9

received from the traffic collector module, which cba provides the manager with information when re.q“e.Ste‘?'-
supplied to any machine in the form of a tra’lce file. When something abnormal occurs on the agent sidell it wi

The output from the call collector module generates %2 at;):]ee:;ano;lsfy égii?a%na?ﬁérgnatgew%gcf”gr;c;m';gt
trace file with the following information: P m ges. Y, ypes of agewts
. Time extensible agents and the extended agents in [13]. The

inf th t that th ket arrived t hi extensible agents use the SNMP directly and utilize APIs
B OerSm Ff[ ni]tomlenk at the packet arrived fo mac Irwt‘prpIication Program Interfaces) for the development of
» aceo Delgyo S clock. other agents. On the other hand, the extended agents

. . . indirectly use SNMP by way of an extensible agent and
Informs the time delay since the packet left machine /?hteractzvith it through t)r/1e Agls. g

considering the jitter compensation buffer delay and the 1o extensible agent module is the interface between th
delay for mounting and reconstructing the packet. manager and the requested resources. The extensible agent

Extensible | Extendand
A zam - v bzant

h
r

Y

+  R-factor _ .. used for the VolP management architecture is NET-SNMP
Informs E-Model's quality R-factor for the call period,y52 in [10]. This agent is compatible with the three
between two consecutive moments. versions of SNMP, and has diverse tools for trap
* Number of lost packets generation, access and modification of available

Informs the amount of packets that have beenuioBt  jnformation in SNMP agents. Besides that, it has & A
the moment. The loss may be caused by two distini{at can be used for the development of sub-agents or
reasons: Loss in the network, that may occur due ffodules to be incorporated to the agent. NET-SNMP was
congestion and packet discard, and loss due to the delay®bsen for being an open-code, free tool, and for kavin
packets to arrive at the destination, since the jittepols as mib2c, that deals with the conversion of ASN
compensation buffer considers the delayed packets as losgode to C, so that it eases the implementation of MIB

One of the great advantages of this group of objecgpjects.
compared to RAS and Gatekeeper groups is that the object§he extended agent is developed as a sub-agent on which
will be able to return information on the speech QoShe objects of extended H.341 MIB are implemented. The
independent of the signaling protocol, that might be H.328ensible agent calls an application running in parallel
or SIP, for instance. when a management station requests data objects

Information regarding the first four objects can alreadynplemented on this sub-agent. It accesses the database
be collected and observed through the call qualityenerated by the collector tool and sends the data request
measurement tool developed by [7]. However, the objeg the extensible agent through the NET-SNMP API.
related to the number of lost packets is being added as ahe Database - DB is composed by MySQL software in
contribution to the work on the MIB's extension. The14] that stores the information supplied by the collecto
analysis on the number of lost packets due to los®én tmodule and forwards them to the MIBs module.
network or in the jitter compensation buffer makesagier  The tool for data collection is being developed to pces
for the manager to determine the causes of loss preblerand store the necessary data in MySQL. It uses the sutput
so that they can be treated and possible solutionsbeanfrom the protocol analyzer Ethereal in [15] and frore th
addressed according to the type of loss that occurred.  call quality analysis tool based on the extended E-Model,

described in Section V. Despite Ethereal acting adfeersn
VI.  PROPOSAL FORMANAGEMENT USINGEXTENDEDITU-T  and capturing all the packets that pass through the network,
H.341.MIB with the use of filters it is possible to select otilg packets
The management architecture for the VoIP network objetelated to the H.323 stack (e.g., H.225, H.245, Q.931, RTP
of this article is composed of six functional entitiedich ~and RTCP packets) without compromise to the security of
exchange information as shown in Figure 2. the internal environment.

The management station is the interface between the The gatekeeper used is the GnuGK package [16] version
network administrator and the management Systerﬂ.]O.?, for being more stable than the most recentoressi
allowing the network to be monitored and controlled. ThENUGK is a H.323 gatekeeper based on the OpenH323
manager is responsible for communicating with the ageligrary [17], that is an open-code, free implementatén



the H.323 stack. It supports authentication via database, The tool has five parts. The first one is tEtheitslf,
H.235 (RAS authentication), LDAP (Lightweight Directorywhich is used to capture the packets. Used with the
Access Protocol) and authentication based on the &P-Uparameters “- T h225", it collects only H.225 RAS packets
mapping. The latter is the method used in the environmesutd with “- R pdml”, it formats the output in PDML.
in question. GnuGK is the source of information for the The second part, the separator, is part of the PHpt.scri
objects that are being developed, but as it does not supdbrbopens a pipe to receive the tEthereal output at e t
SNMP, it is necessary a collector tool for obtagnithe and separates it by packets. The third part is the pdnser.
data. the parser implementation, it was used expat, php’'s
According to the H.323 Recommendation [1], axtension to analyze XML documents. The parser receives
gatekeeper will have to provide the following serviceghe packet from the separator and analyzes it for
address translation, admission control, bandwidth chntrédentification, and in case that it is identified ascall
management of the administrative zone, signaling for cadmission request, the parser takes the desired informatio
control, call authorization, bandwidth and callfrom it. This analysis could not have directly beenalon
management. the output of tEthereal, since in order to analyze & X
. document it is necessary to pass it entirely to theepar
A. Implementation OT the.Agent justifying the need for the separator. The fourth pathef
The extended agent is being developed as a sub-agent, itpé} is the translator, run only when informatiorcadlected
language, that it is the native language for NET-SNMP anghd responsible to translate it according to the MIB
its API. The sub-agent runs together with the extensibifsscription.
agent. The fifth part is the MySQL database, which is updated
The request for information about the objects thav@rr wjth the translated information to be accessed by the
at the extensible agent is forwarded to the sub-agenit an@yxtended agent.
sends such information to the agent. The tool was executed in the same machine where the
All the communication between agent and sub-agent ¢satekeeper runs. Tests have been done successfully,
intermediated by the AgentX protocol in [18]. This protocothrough all the stages of the process as expected. The

is part of the implementation of NET-SNMP’s AgentXdesired information is captured at real time and updates the
framework, which was created with the intention ahbe gatabase.

the standard framework for the development of extensible
SNMP agents. As defined in [18], all the communication is VIl. CONCLUSIONAND FUTUREWORK

made through TCP port 705. . _ . .
g P This article presents a proposal for the implementasion

The code’s basic structure, created from the ASN. -
definition for RAS and Gatekeeper MIBs, was generat extensible NET-SNMP agent _based on ITU'.T H.341
P g IB (RAS and Gatekeeper). This agent monitors the

through the tool mib2c that it is supplied together with th K d1th I dbvi

NET-SNMP package. The access to the database occH iee'\ﬁﬁ; ??nAt eca s_ma_nagcla yIt. ¢ thi KA

through calls to the native MySQL access library, drel N . S extension Is also part of this work. As
it sented in Section V, the extended objects provide

data are processed by data structures generated by m ; . .
The agent and the sub-agent are in the same machiine adnformation abo_ut call quallty bas_ed on the E-Model.
The agent implementation is based on the SNMP

gatekeeper - GnuGK. . : "
management model, which contains thdities: manager,

B. Implementation of the Collector Tool agents and managed objects. The agents are divided in
This module is being developed in PHP. The output dagXtended and extensible agents, since the gatekeeper does
from tEthereal, text mode of protocol analyzer Ethiereanot support SNMP, and therefore the inclusion of the
and from the call quality analysis tool are passed éo tigxtensible agent (compatible with SNMP) is necesSdris
collector tool by a pipe in order to extract relevartadar agent is the interface between the manager and the
MIBs and their extensions and are stored in MySQL usir@ktended agent (containing the Management Information
PHP native communication interface. The collectai ts  Base - MIB). The extended agent gets information froe th
situated in the same machine as the other manageméata stored at the MySQL database. The obtained data,
elements. related to H.323 signaling, was collected and filtered by

The packets captured by tEthereal are filtered and orfighereal.

H.225, H.245, Q.931, RTP and RTCP packets are returnedAs future work the other modules of H.341 MIB may be
Collected data are stored in PDML (Packet Details Markupplemented, thus allowing a better monitoring and céontro
Language)1 an XML-based format for visualization of dat@f the H.323 entities. Another interesting work would dve t
details in [15]. apply management to address access control security in

To test the other parts of the management system1H5323 entities. A|SO, itisa Suggestion the creatioa tfol
simple test collector tool was created, which cafigost for pro-active management that will notify the netkor
some information present at admission request messhge§@nager about problems to the good functioning of the
H.225 packets: call type (point to point, direct or routed byetwork, since in a VolP environment it is very intpot
gatekeeper), destination alias, H.323 ID of source, cdhat the network is always available.
reference value and call ID. (This information is preson
the following fields of admission request message, ACKNOWLEDGMENT

respectively:  CallType, ~ Destinationinfo,  srcinfo,The authors would like to thank RNP’s Point of Presémce
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this information is identified in the ‘show’ attributef Specia”y, thanks to Camilo Camurga, and also to the
elements (tags) called ‘field'.
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